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Test Case: Connected Toys 

Via a mobile application and a Bluetooth 
connection ‘my friend Cayla’ connects to the 
internet to answer questions. To this end ‘my 
friend Cayla’ uses speech recognition 
technologies. 

In 2016 the Norwegian Consumer Council 
carried out an investigation about how ‘my 
friend Cayla’ operates and interacts with 
children. 

The results are far from encouraging showing 
serious privacy, consumer protection and 
security concerns…



PRIVACY



Privacy

• No indication of what type of data is collected

• Data collected for purposes beyond what is strictly 
necessary (data minimisation)



Privacy

• Data shared with third parties….

• … with extremely broad privacy notices. 



Privacy

• oice data transferred to a US-
based company under unclear 
grounds. 



CONSUMER RIGHTS



Consumer rights

• Advertising to children
• Product placement: pre-programmed phrases endorsing 

commercial products. 



Consumer rights



SECURITY



Security

• No embedded security.
• No need to have access to the doll to connect to it.
• Very easy to ’hack’ and talk through the doll to the kid.



Bluetooth connection 

• 13 meters away to connect 
• Can keep connection for 20 meters 

in open space 
• Little loss of sound quality 



Bluetooth connection 



This risk could have been avoided

• By making physical access to the toy required;
• Random code printed on the toy;
• By requiring the user to press a button to pair;
• And… by giving the toy a less obvious Bluetooth name.



Overview of the action 

• Participation: 24 organisations in 18 countries.
• Authorities formally notified in 10 countries.
• Large toy chains in Netherlands and Belgium stopped 

sales. Stores in Denmark, Norway and Sweden offer refunds to 
consumers. Amazon reportedly stopped selling the doll.

• BEUC and ANEC sent letters to relevant authorities in the 
Commission (DG JUST, DG GROW and DG CNECT), to the CPC -
Net, ICPEN, Working Party 29 (Data Protection), EDPS.



(Some) outstanding policy questions 

• Privacy: How to ensure the effective implementation of the ‘privacy by 
design’ principle?

• Data ownership: Who ‘owns’ (and can give access to) the data 
generated by the machine?

• Consumer rights: How to include the IoT in the consumer law acquis? 
• Health and safety: Is the safety defintion of the GPSD fit for purpose?
• Product liability: What ahout damages caused by malfuncioning 

software?
• Interoperability: How to prevent lock-in effects?
• Competition
• Monitoring and enforcement: A holystic approach is needed thorugh 

the co-ordintation between national and EU agencies. 



Self-regulation is not the 
solution.



www.beuc.eu – consumers@beuc.eu

Thank you




