


The key to unlock the fraud challenge
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Plan

-

Decide that yeu want to work on this

Set aside resources\,
Create strategy N\

Create team

Ministry approval, goVErRmeEMst rategy?

40 Core - 40 Adjacent — 20 New



Analyze

-

Gather all the ihfo you can

Whats the Iandscape: regulatory examples

Describe the losses, econani.caI, emotional, societal
Whats the fraud trends, channelsy regions
Originatoion-transit-termination | |
Ofcom, Comreg, TRAFICOM, A, FCC, Nkom, National Antiscams s

Multiple LinkedIN resources ===

s

o
2E e

One Consortium T -
Commesrisk =
CEPT WG NaN, NaN2 Deliverables and reports , |
i3Forum, MEF, CFCA, GSMA etc. RN
GASA, UNODC, BEREC, ITU-T SGs, EUROCONSUMERS, ENISA, | \
CULLEN, BEUC. EUROPOL, INTERPOL +++ e



C M@ 2% gasa.org/research

M Gmail @ NUPP

GASA

Global Anti-Scam Alliance

About Signal Exchange Events

Want more insights? Become a GASA member.

GASA i3iBioCatch @

State of Scams in
Denmark

2025 REPORT

GASA's 2025 State of Scams research

looks deeper than ever before into ho...

Read more

Register to View fi

© 5cAMADVISIR

Asia Scam Report
2024

With estimated losses over US$688
billion, Asia takes a huge hitand a ...

Read more

Register to View fi

Groups Chapters Members Directory

Download our Reports, Studies & Surveys

feedzal

The State of Scams
in Singapore
2024

GASA and Feedzai found that 68% of

Singaporean scam victims chose not t...

Read more

Register to View fi

@ :3:BicCateh

The State of Scams
in the United Arab
Emirates - 2024

GASA

Scams have become a significant issue

in the UAE, with tens of thousands of ...

Read more

Register to View fi

Research Resources Contact

Global State
of Scams
Report
2024

The global rise of scams continues to

affect millions of individuals, with bot. ..

Read more

cifés

The State of Scams
in the United Kingdom
2024

Based on responses from 2,000 Britons,
GASA and Cifas revisit the UK to shed. ..

Read more

OfFcom

Home = Online safety

Online safety

Under the Online Safety Act, Ofcom's job is to make online
services safer for the people who use them. We make sure
companies have effective systems in place to protect users

from harm.

Quick links

Topics v

Ofcom's work v Complaints

Licences W Cymraeg

Guide for services: mmprying-f :,./u Read our roadmap to () Video-sharing platform [VSP}-,'; %/ Important dates for 0OS

with the Online SafetyAct ~ regulation

lllegal and harmful content r%J

Online services must protect their users from
illegal and harmful content, including child sexual
exploitation and abuse.

Online pornography

If you publish pornography on your online
service, the Online Safety Act has specific rules
you must follow. This section includes information
about the rules and how to follow them.

Online safety rules: what you
need to know

protect their users.

Sy

regulation

In this section

Online abuse [""9":,

Online abuse has no place in our society. We
companies to be open about the
y're taking to protect users.

Protecting children

Our research into children's experiences of harm
online, and what services can do to protect them.

Adyvice for consumers

Harmful online content: how ré,.

%,

to report it and where to get
help

If you, or someone you know, have been affected
by illegal, harmful or upsetting content onling,
please contact a support service to find
information and get help.

Find more advice -

implementation

Online fraud

We explore people's experiences of
ncountering, or falling victim to online scams
and fraud.

Safety technology

We explore different technologies that are
important or relevant to online safety, as well as
how the public experience them day to day.

Parental controls for games f%;‘
consoles ~—

This guide will show you how to find information
to help keep children safe online, including on
gam onsoles, tablets and other smart

de




Regulate

Start the proc‘éss, takes time
Set down a minimumregulation

Hard law, secondary regGlations or soft law

Sometimes regulatory gudiance is enough! E.g. Privacy guidance on filteris
National or international
KYC

DNA

Provides a heavy argument for the antifraud team™W
commercial team SN

Creates a level playingfield \

Creates a baseline for compliance checks or reputation

. .
.



Cooperate

The most impaortant one!

But must be «operational»

Nationally ,
Create a multistakeholderfortima, <com, enforceme
Internationally
Regulators Join NaN2, GIRAF, ETSI, BEREC;h-

Industry join One Consortium



Digital shield/Roaming proxy

NRDB aNoQuery per dag

More hostile calls then regular calls A000000
The roaming checks need to be cross 3500000
network/roaming proxy o

3000000
Other key measures

2500000
SMS SenderlD registry
Firewalls 2000000
DNO-lists
Blocking of national CLI on 1500000
international gateways
Vi 1000000
KYT

200000

Make polluter pay. Reverse billing.
Contractual fraud fines etc. 0

19.11.2024  19.12.2024  19.01.2025  19.02.2025 19.03.2025  19.04.2025




European Conference of Postal

and Telecum municatio ns Ad ministrations
-45 Eu an cauntries cooperating to 1  posts
j._|._- TIECIIUIM and Comimunical I_'_|"|§ r'|5'_",|,-'..'ll_|[ .

E CO M- ‘TU C E R P Johannes Vallesverd Log out

Topics Deliverables | Tools & Services ECC Meeting Documents ECC Calendar

NaN2 - Number Portability and Switching, Trust in Numbering, and Network
Technology Regulatory Issues

Meeting documents Meeting calendar Forum

NEWS

Results from NaN2 #41
NaN2 approved one draft ECC Recommendation for public
consultation and started the work on a new ECC deliverable.







Inform

-

Inform the:public

Inform the operators

Change mindset

If nobody knows what loing, then less fok

then, less resources, less results™
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Enforcement

-

The second mast important, but must come as last
resort

w,‘\

Traceback, difficult mter 2} |ona|Iy, but still we must
try. ITG prowdes a US T Tvice

By regulators or mdu

Ived for ne
\ctises

Need to be some consequenc il
complying with regulations or best’

Legal consequences or reputatlonal
Fines, withdrawal of resources
Europol, Interpol



40 CORE

Housekeeﬁing )

Internal directions™

Number plan and domain nhame managment and
assigmnent

Invitations, Minutes, folloW g
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Enforcement

This 40 % is vital to follow up existing
responsebilities



40 ADJACENT

Cooperation

Development

Training

Traditional information wer

GIRAF, global perspective

This 40% is vital in order to not stagnate



20 NEW

Fraudsters evolye continiously and we must do too
DAYA .
Al :

Internet based messaging sesuices
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Messenger, WhatsApp, Snapchat, Sillga|

Progressive information campaigns

This 20 % vital since it creats good dynamics and sineess _
topics here may be ne new core someday



TLD League Table ‘ Search league table
Last 365 Days

7d Ago ) Country eport Rate Avg No.

Domains

NORWAY 824,339

DENMARK 1,302,900

HUNGARY 873,482

SWITZERLAND 2,533,770

KOREA, REPUBLIC OF 1,012,220

GREECE 524,197

AUSTRALIA 4,152,090

BELGIUM 1,625,970

IRAN (ISLAMIC REPUB... 1,377,810
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‘ European @ EN ‘ Q Search ‘
=— Commission - )

Home > Presscommer > DSA: Commission opens formal proceedings against TikTok

Shaping Europe’s digital future

LJd' Available languages: | English v

‘ Home | Policies | Activities | News ‘ Library ‘ Funding | Calendar ‘ Consultations ‘ Al Office ‘

PRESS RELEASE | Feb 19, 2024 | Brussels | 3 min read

Commission opens formal proceedings against
TikTok under the Digital Services Act

PAGE CONTENTS

Home » News & Views » Commission preliminarily finds TikTok's ad repository in breach of the Digital Services Act

PRESS RELEASE | Publication 15 May 2025

Commission preliminarily finds TikTok's ad
repository in breach of the Digital Services Act

The European Commission has opened formal proceedings to assess whether TikTok
Top may have breached the Digital Services Act (DSA) in areas linked to the protection of
minors, advertising transparency, data access for researchers, as well as the risk

management of addictive design and harmful content. The Commission has informed TikTok of its preliminary view that the company does not fulfil the
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Shaping Europe’s digital future
Shaping Europe’s digital future

‘ Home | Policies | Activities | News ‘ Library ‘ Funding | Calendar ‘ Consultations ‘ Al Office ‘
|

‘ Home | Policies | Activities | N[N ‘ Library ‘ Funding | Calendar ‘ Consultations ‘ Al Office ‘

Home > News & Views » Code of Conduct on Disinformation: Signatories publish their latest reports in the Code’s Transparency Centre

Home > News &Views » Commission publishes draft guidelines on protection of minors online under the Digital Services Act
DIGIBYTE | Publication 25 March 2025

Code of Conduct on Disinformation: Signatories g

PRESS RELEASE | Publication 13 May 2025

Commission publishes draft guidelines on

publish their latest reports in the Code’s

Transparency Centre protection of minors online under the Digital

Services Act

Signatories of the Code of Conduct on Disinformation, including major online platforms (Google,




| dag ble min konto pa Facebook
og Messenger hacket. Jeg har
sendt en rekke meldinger pa
Messenger som ikke er reelle.
Ikke svar pa dem. Na skal
hackerne vaere kastet ut igjen og
nytt passord opprettet.
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Flere personer

Svindel Anarki

Svindel Humbug

Svindel Kontomann

Svindel Og Humbug

Svindel Fup

Svlndel

Svend Svindel

enasvinaelzZsa

Svindel Single

Svindel Bjorn

Svind El

Bandet Svindel

Svindel Plarginsto

15:57 ail 4G BO)

yAH all T

.Tl % /S:'“\H,:akon Sivertsen ‘. @

Sr. Haakon Sivertsen

Dere er venner pa Facebook
Vis profil

07:50

Hei § W , hvordan gar det med
i’E—‘) deg idag??

Glad for a here fra deg. Jeg

haper alt er i orden med deg og

jeg lurer pa om du har hart om
o BFAG?
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Flere personer

Jens Stoltenberg

JensStoltenberg

lensstoltenberga 83858

Jens Stoltenberg

EXE R

Jens Stoltenberg
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Jens Stoltenberg

Bosted: Savonlinna
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Jen Stoltenberg

Jens Blrger Holmboe Stoltenberg
{licaere yobolst/so enge skhonist for Trond
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Jens Stoltenberg

Jens Stoltenberg

sted: Abidijan, Cote d'lvoire

Jens Stoltenberg

"'!‘[l,' ’ oernn, oermany
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" Jens Stoltenberg

,f & Jens Stoltenberg



Thankyoui :

jmv@nkom.no <

https://www.linkedin.com/in/vallesverd/
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