


The key to unlock the fraud challenge

«PARCIE 40-40-20»
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Plan

Decide that you want to work on this

Set aside resources

Create strategy

Create team

Ministry approval, government strategy?

40 Core - 40 Adjacent – 20 New
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Analyze

Gather all the info you can

Whats the landscape, regulatory examples

Describe the losses, economical, emotional, societal

Whats the fraud trends, channels, regions

Originatoion-transit-termination

Ofcom, Comreg, TRAFICOM, Malta NRA, FCC, Nkom, National Antiscams senters Australia etc. Singapore…

Multiple LinkedIN resources

One Consortium

Commsrisk

CEPT WG NaN, NaN2 Deliverables and reports

i3Forum, MEF, CFCA, GSMA etc.

GASA, UNODC, BEREC, ITU-T SGs, EUROCONSUMERS, ENISA,  

CULLEN, BEUC. EUROPOL, INTERPOL +++
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Regulate

Start the process, takes time

Set down a minimum regulation

Hard law, secondary regulations or soft law

Sometimes regulatory gudiance is enough! E.g. Privacy guidance on filtering

National or international

KYC

DNA

Provides a heavy argument for the antifraud team when debating with the
commercial team

Creates a level playingfield

Creates a baseline for compliance checks or reputation
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Cooperate

The most important one!

But must be «operational»

Nationally

Create a multistakeholder forum, ecom, enforcement, security, online

Internationally

Regulators Join NaN2, GIRAF, ETSI, BEREC++

Industry join One Consortium
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Digital shield/Roaming proxy

More hostile calls then regular calls

The roaming checks need to be cross 
network/roaming proxy

Other key measures

SMS SenderID registry
Firewalls
DNO-lists
Blocking of national CLI on
international gateways

KYC!
KYT

Make polluter pay. Reverse billing. 
Contractual fraud fines etc.
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Inform

Inform the public

Inform the operators

Change mindset

If nobody knows what you are doing, then less focus,

then, less resources, less results
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Enforcement

The second most important, but must come as last 
resort 

Traceback, difficult internationally, but still we must 
try. ITG provides a US-TBservice

By regulators or industry bodies

Need to be some consequences involved for not 
complying with regulations or best practises

Legal consequences or reputational

Fines, withdrawal of resources

Europol, Interpol
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40 CORE

Housekeeping

Internal directions

Number plan and domain name managment and 
assigmnent

Invitations, Minutes, follow ups

Enforcement

This 40 % is vital to follow up existing
responsebilities
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40 ADJACENT

Cooperation

Development

Training

Traditional information work

GIRAF, global perspective

This 40% is vital in order to not stagnate
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20 NEW

Fraudsters evolve continiously and we must do too

DSA

AI

Internet based messaging services

RCS

Messenger, WhatsApp, Snapchat, Signal

Progressive information campaigns

This 20 % vital since it creats good dynamics and since
topics here may be ne new core someday
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Thank you!

jmv@nkom.no

https://www.linkedin.com/in/vallesverd/
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