


PREVENT DETECT DETERRESPOND & RECOVER 

• Deploy proactive 
cable diplomacy

• Act against 
Shadow Fleet 
(common listing, 
Flag States, 
sanctions)

• Hold malicious 
actors 
accountable 
(sanctions)

• Step up strategic 
communication

• Make full use of 
International Law 
of the Sea

EU Action Plan on Cable Security

• Enhance effectiveness 
of EU crisis response 
framework (tailor-made 
approach to cables) 

• Enhanced cooperation 
with NATO

• Increase EU cable 
vessel capacities 
(repair vessels & 
modular equipment)

• Establish 
Multipurpose Cable 
Vessels Reserve (e.g., 
RescEU)

• Ensure security of 
supply of spare parts 
through target 
stockpiles

• Apply existing Security 
Requirements (NIS2/CER)

• Map cable infrastructures

• Coordinated risk 
assessment with MS

• Cable Security Toolbox with  
mitigating measures

• Preparedness: Stress test
security & resilience ➔ DEP

• Investment Framework: 
focus investment on Cable 
Projects of European 
Interest (CEF – €540m)

• New technologies: smart 
cables & industrial roadmap

• Integrated Surveillance 
Mechanism per sea 
basin (voluntary, fuse 
data, civ/mil approach, 
real-time situational 
picture)

• Dedicated regional 
Nordic/Baltic Hub

• Network of undersea 
sensors

• Drone surveillance 
programme (air, 
surface, underwater)

• Partnership with cable 
operators for increased 
detection

Priorities for Expert Group
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Expert Group report (1/7): Key EU players & supplier 
dependencies 
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Expert Group report (2/7): Risk assessment methodology
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Expert Group report (3/7): Intentional cable damage 
(threats & vulnerabilities)
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Expert Group report (4/7): Unintentional cable damage 
(threats & vulnerabilities)
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Expert Group report (5/7): Dependencies
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Expert Group report (6/7): Risk scenarios
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Expert Group report (7/7): Stress test stages
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21 February 2025:
EU Cable Security 

Action Plan

12 March 2025:
3rd  Expert Group 

meeting

18 June 2025: 
4th Expert Group 

meeting

24 June 2025:      
News item on status 

of EG work

23 October 2025: 
- EG deliverables 1&2:
Report on Mapping, Risk 
Assessments, Stress Tests 

- DEP Calls on stress tests 
& Cable Hubs

7 November 2025: 
- 5th Expert Group 
meeting

- Tentative agreement on 
Toolbox and CPEI list

January 2026: 
EG deliverables 

3&4:
Cable Security 

Toolbox & CPEI list
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Drafting of report, validation, gap analysis

Next steps & timeline

NB: Public information on Commission register

https://digital-strategy.ec.europa.eu/en/news/eu-action-plan-cable-security-mapping-and-risk-assessment-approach-agreed-group-member-states-and
https://digital-strategy.ec.europa.eu/en/news/security-cables-commission-publishes-landmark-report-and-funding-cable-hubs
https://ec.europa.eu/transparency/expert-groups-register/screen/expert-groups/consult?lang=en&groupID=3940


CNECT E.1 Submarine Cable Infrastructure team:

Miguel.GONZALEZ-SANCHO-BODERO@ec.europa.eu

Agustin.DIAZ-PINES@ec.europa.eu

Johannes.THEISS@ec.europa.eu

Achilleas.KEMOS@ec.europa.eu

Enrique.Gomez@ec.Europa.eu

Thank you for listening!
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